How to configure Windows Vista and Windows 7 with 802.1X

This guide explains how to configure Windows Vista and Windows 7 for use with the encrypted
wireless network at Amrita University
FYTI: Manufacturers often adapters are bundled with management software. It's recommended that you

disable this software and use Microsoft's built-in configuration tool instead. To enable Microsoft's built-
in configuration tool to take precedence over 3rd party wireless control software, follow these steps:

e Click Start > Run, then type: %SystemRoot%'system32\services.msc /s and click OK.
o Scroll down and double-click Wireless Zero Configuration.

e In the Startup type list, select Automatic, and then click Apply.
e In the Service status area, click Start, and click OK.

How to configure the wireless adapter:

1. Right-click mouse button on the wireless network icon in the taskbar (bottom right on the
desktop). Select Open Network and Sharing Center:

You can also find your network connections in:
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w 2. The following pop-up box should emerge:
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You are currently not connected to any networks,

Change your networking settings

w0r VPN connection; or set up a router or access point.

4 Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and shanng options

Access files and printers located on other network computers, or change sharing settings,
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3. Select Manually connect to a wireless network
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4. The Amrita University wireless network supports both WP A-Enterprise and
WPAZ2-Enterprise

MNetwork name: Amrifa. Then select Security type: WPAZ-Enterprise
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Enter information for the wireless network you want to add

MNetwork name: Amrita
Security type: T

MNo authentication (Open)
Encryption type: WEP
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[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk. il
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5. Click Next : :
6. Click Change < Change connection settings

; . Jpen the connection properties so that I can change the settings.
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7. Make sure Secunty type 12 WPA- Enterprise
or WPA2-Enterprise.
o  FEncrytion type can be either AES or
TKIP
o  Network authentication method:
Ilicrosoft: Protected EAF (FEAF)
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When connecting:

— Automatically use my Windows logon name and
— password (and domain if any).
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15, Then select Advanced Settings



16. Check the Specify Authentication e e [—r—
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17. Select User or Computer
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