How to Setup Global VPN Client (GV(C)

In this document, we shall see the following:

1. Installing the VPN client software on your laptop/PC.
2. Connecting to the campus network using the VPN client software.

Important Note to Windows 7 users : Please ensure that you have installed the Windows 7 update patch
before installing GVC Client. Download the appropriate patch from the following location:

64 Bit Patch :https://intranet.cb.amrita.edu/download/VPN/Windows6.1-KB3033929-x64.msu 32Bit

Patch : https://intranet.cb.amrita.edu/download/VPN/Windows6.1-KB3033929-x86.msu

INSTALLING THE GVC CLIENT

To install GVC using the setup wizard, follow these steps:

1. Download the self-extracting installer, GVCSetupXX.exe (where XX is either 32 for 32-bit
Windows platforms or 64 for 64-bit Windows platforms) from the following link :

http://intranet.cb.amrita.edu/download/VPN/GVC/GVCSetup64.exe

http://intranet.cb.amrita.edu/download/VPN/GVC/GVCSetup32.exe

2. Double-click GVCsetup.exe to launch the Setup Wizard.

SONICWALL™ | Global VPN Client

The installer will guide you through the steps required to install Global WYPN Client on your computer.

WAHARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program. or any portion of it. may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel
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3. Click Next to continue installation of the VPN Client. The License Agreement page
displays.

SONICWALL | Global VPN Client

Please take a moment to read the license agreement now. If you accept the terms below, click "'l
Agree'’. then "MNext". Otherwise click ""Cancel'".

SonicWall End User Product Agreement Z3
()

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY i

DOWNLOADING, INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO

THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR DELIVERIES OUT SIDE THE

UNITED STATES OF AMERICA, PLEASE GO TO

HT TP S:7/VWWW. SONICWALL.COM/LEGAL/EUPA.ASPX TO VIEW THE APPLICABLE

VERSION OF THIS AGREEMENT FOR YOUR REGION. IF YOU DO NOT AGREE TO THE

TERMS AND CONDITIONS OF THIS AGREEMENT OR THE APPLICABLE VERSION OF

THIS AGREEMENT FOR YOUR REGION, DO NOT DOWNLOAD, INSTALL OR USE THIS

PRODUCT.
<" | Do Mot Agree

Cancel

4. Click ‘Next >’ on the Installation Folder Selection page. Optionally, to specify a custom
installation location, click ‘Browse’ and select the appropriate directory in your
laptop/PC. Select ‘Everyone’ in the installation mode and click ‘Next >’ to proceed.

SONICWALL"™ | Global VPN Client

The installer will install Global PN Client to the following folder.

To install in this folder, click “Next". To install to a different folder, enter it below or click "Browse'".

Folder:
IC:\.Proglam Files\SonicwW all\Global VPN Clients Browse...

Disk Cost...

Install Global VPN Client for yourself, or for anyone who uses this computer:

¢ Ewveryone

7 Just me

Cancel




5. Click ‘Next >’ to continue with the installation

SONICWALL | Global VPN Client

The installer is ready to install Global YPN Client on your computer.

Click ""MNext'" to start the installation.

Global VPN Client )

SONICWALL | Global VPN Client

Global P Client i= being installed.
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= Baclk I HMext = I




N =

SOMNICWALL | Global VPN Client

Global »wFPH Client has been successfully installed.

Click ""Cloze’" ko exit.

Cancel I < Back I

Click ‘Close’ to exit the installation wizard.

Launch the Global VPN Client software.

SONICWALL Welcome to the New Connection
Wizard

This wizard will guide you through the process of adding a
new connection to your configuration.

To continue. click Nexdt.

<Back [ Nex> | [ canca |

Select Remote access and click Next

To set up @ new connection. specify the gateway’s domain name or IP address.

Specify the domain name or IP address of the security gateway .

IP Address or Domain Name:

You may also specify a name for this connection.

Connection Name:

To continue. click Next.




9.

In the IP address or Domain Name, enter the IP address of the Campus Firewall.

The order of preference of IP address is as follows :

139.167.58.78
43.250.42.14
202.88.252.190
14.139.187.130

Please try to connect to the next IP address only if you are unable to reach
the previous IP address.

In the ‘Connection Name’ you can either type in the IP Address again or you can
use your own name to identify this connection. (Eg. AmritaCampus)

" New Connecti
—

New Connection
To set up & new connection, specify the gateway’s domain name or IP address.

Specify the domain name or IP address of the security gateway.

IP Address or Domain Name: 14.139.187.130|

You may also specify a name for this connection.
Connection Name: 14.135.187.120

To continue, click Next.

[ <Back |[ Nea> | [ cancel |

SONICWALL Completing the New Connection
Wizard

Your new connection is ready to be added to your
configuration. You can set the following options for this new
connection:

V| Create a desktop shortcut for this connection
| Enable this connection when the program is launched

To complete this wizard, click Finish.

[ <Back [ Fnish | [ cancel |




File View Help

» Enable '\ Status <+ X <~ Properties ie Show Log

Name Peer Status

14139187130 14139187130 Disabled

For Help, press F1

11. Click Enable

File View Help
I » Enable I \ Status 4 X ~/ Properties % Showlog

Neme EnsbiciCiri=5) ) Peer Status |
14139187130 14139187130 Disabled

Enable the currently selected items

12. Enter the preshared secret key ‘sonicwallvpn’ for the connection. You click on the
checkbox to make the secret key visible. Once the preshared key is entered, the
connection will be initiated and the system will request for your username and

password.

14.139.187.130

F (ﬁ The pre-shared key for this connection appears to be
incorrect.

Enter the pre-shared key for this connection as specified by your
network administrator.

Pre-Shared Key:  sonicwallvpn|

Dont hide the pre-shared key




File View Help

B Disable A Status -+ < | ~~ Properties ie Show Log

Properties ‘.
Status

Name Peer

143139187130 14139187130 Authenticating

For Help, press F1

13. Enter the username and password for the connection. The username is your official
email ID without the ‘@’ part. (Eg. If your email ID is r_rajan@cb.amrita.edu, your
username is r_rajan). The password is the Domain Controller password which is
normally used to login to your computer or campus WiFi or CMS.

Enter Username / Password
This peer requires that you log in with a username and
password.

Please enter your username and password assigned to you by
your network administrator.

Username: <Domain Usernames|

Password: ecscscssssee

Ki) The peer does not allow saving of username and password

[ ok || cance |

14. If you are not prompted for the Pre-Shared Key and then the username and password,
Please make the following changes as shown in the screen shot and then try to connect.

a. Please click on the Sonicwall Global VPN client "Properties"



Al 50 LOGIN &3 BIOMEINC s HK AMITA HEAITN L al... 4 LOGIN IO ASSET-|

1 SonicWall Global VPN Client O X 14.139.187.130 Properties b3
File View Help \/ General User Authentication Peers  Status
P Enable (4 Status < X +/ Propdrties | i* Showlog ﬁ T
Name Peer Status
14.139.187.130 14.139.187.130 Disabled oA |147139 187120 ‘

CD Description:

Peer Defined Network Settings

For Help, press F1

Other traffic allowed: Enabled
43.250.42.14 Defaut traffic tunneled to peer: Disabled
Use vitual IP address Disabled

P'ease try to con nect tO t [] Enable this connection when the program is launched

4] Immediately establish securty when connection is enabled

[ Automatically reconnect when an emor occurs

[J Automatically reconnect when waking from sleep or hibemation
[[] Execute domain logon script when connection is established
[C] Run the folowing command when connection is established:

Restrict the size of the first ISAKMP packet sert

| Concel | [ Aecly Helo |

b. on the properties window, Please enable " restrict the size of the first ISAKMP
packet sent" and click on the "Apply" Button.
c. Now, try to connect to the VPN.

15. After entering the username and password, the adapter will try to acquire an IP address
and then moves to the ‘Connected’ status.

File View Help
M Disable “{ Status - > </ Properties ** Showlog

Name Peer Status

(114139187130 14139187130 Connected

For Help, press F1

16. If you get the following Pop-up message, click on ‘Yes’ to accept and proceed.
Very Important: if you clicked on “No” here, your internet connectivity will be lost.



Connection Warning X

! ! Trafficis only allowed to this peer,

Enabling this connection will block all traffic that does not get
sent to the peer. This means that you may no longer be able to
browse the Intemet, share local files, etc.

Do you want to continue?

Yes No

[ ] ¥ yes, dont show this dialog again

17. You can check whether you are connected to the campus network by checking your IP
address allocated. To do this, go to your windows command prompt by typing ‘cmd’ in
your command window. To check the IP address, give the command IPCONFIG at the
command prompt as shown below. If you are connected, it will show an IP address
similar to 192.168.168.xxx or 172.17 .XXX.XXX.

v Command Prompt

C:\>ipconfig

Jindows IP Configuration

Ethernet adapter SonicVWALL VUirtual Adavter:
Connection-specific DNS Suffix S
IR AAARESE L. T e smrmr e Sk Re el 08 -1 08«65

Subnet Mask = 255.255.255.08
Default Gateway D

If you have any issues, please send an email to sysadmin@cb.amrita.edu.

Note: Also please be informed that you cannot connect to the VPN from within the campus
network or campus WiFi.
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