802.1X (wired) in Windows XP SP2

First, you need ensure the “Wireless Zero Configuration” service is
started, even for wired networks, if you wish to enable 802.1X. You'll
find it in “Control Panel” — “Administrative Tools” — “Services” on
Windows XP SP2.

Wireless Zero Configuration Properties {Local Computer) E]g|

General | Log On | RBecovery | Dependencies

Service name: WiZCSY O

Display name: Wireless Zero Configuration

Frowvides automatic configuration for the 802,11

Description:;
adapters

Path to executable:
CAWwAN DWW S S petem 32 svchost. exe -k netsvos

Startup tupe: Autoratic w

Service status Started

Y'ou can specify the start parameters that apply when pou start the zervice
fram here.

I k. I[ Cancel ][ Apply ]

Now you'll be able to configure your interface using the “Authentication”
tab which appears in its “Properties” box.

using PEAP and MS-CHAPV2 using your DCS username and
password. You don't want to authenticate as a computer or a guest.

- Local Area Connection Properties

General | Authentication | Advanced

Select thiz option to provide authenticated network, access for
Ethernet nebworks.

Enable [EEE 802 1% authentication for thiz netwark,

ANl Protected EAP [PEAF]

[ ] Authenticate az computer when computer information iz available

[] Awthenticate az guest when uzer or computer infarmation iz
unavailable

[ OF. l[ Cancel ]

Now click “Properties” to configure PEAP. Sadly, “Validate server
certificate” does not work, even after installing our Certificate Authority
and selecting it as the only one to trust. At least with MS-CHAPV2 you
won't be offering your DCS password over the wire to somebody you
don't trust.



Protected EAP Properties

When connecking:

[] ¥alidate server certificate

Conneck o khese servers;

[] aB&.ECOM Rook Ca

[ ] autoridad Certificadora de la Asociacion Macional del Motaria
[ ] mutoridad Certificadora del Colegio Macional de Correduria P
[ ] Baltimare EZ by DST

|:| Belgacom E-Trusk Primary CA

|:| CEM HET SecureMet CA Class A

|:| Ca HET SecureMet C4 Class B

£ | >

[0l

[%

Do nok prompk user to autharize new servers or trusked
certification authorities,

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) h |

[*]Enable Fast Reconnect;

[ Ok H Cancel ]

Again, make sure it's like this. Then click “Configure...” and tell it not to
use your Windows credentials.

EAP MSCHAPv2 Properties X

When connecting:

ngutnmaticall_u Lze my Windows logon name andé
ipassword [and domain if any). {

[ Q. ] [ Cancel

A few clicks of “OK” later, you should be finally ready to authenticate to
the network. Plug in the cable, and a balloon should pop up over your
systray asking you for a certificate or other credentials. Click on that
and then enter your DCS username and password, and leave the
domain box blank.

Enter Credentials

Lser narne: | username@des, gl ac.uk, |

Password; --------l |

Logaon darmain: | |

[ 4 l [ Cancel ]

If you append “amritanet.edu” to your username, then you'll be able

to connect from other academic institutions in the UK which offer the
JANET Roaming Service (or “eduroam” abroad). It will still work from
the DCS wired laptop network, which itself is part of JRS.



